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COMBATING MODERN 
EMAIL PHISHING ATTACKS

The Power of Incorporating 
Machine Learning into a Phishing 
Mitigation Approach

Imagine you are a married father of two 
moving into your first home. To protect your 
family, property, and the belongings within, 
you take proactive precautions such as 
locking doors and closing windows. Further, 
you purchase and implement a security 
system to sound an alarm if an intruder 
successfully bypasses the locks and enters 
the home. However, if the invasion does 
not also automatically alert authorities, 
the intruder will have plenty of time to 
steal items in your house without fear of 
police interrupting the theft. Though the 
sound of the alarm might alert your nearest 
neighbors, that type of security system relies 
on the neighbors to actually be home during 
this time, recognize that the noise is coming 
from your house and call the police, all while 
not knowing if the alarm represents an 
emergency or a technical malfunction.

Similarly, organizations of all sizes spend 
significant time and resources on employee 
education to protect employees, customers, 
third party vendors, and the corporate 
network from phishing attacks. In fact, 
the remedy for phishing attacks to date 
has centered on human intelligence, or 
the belief that extensive training can 
transform ordinary workers into hyper-
vigilant phishing detectives. This method 
typically expects employees to identify 
any suspicious emails and report them to 
the Security Operations Center (SOC), who 

manually respond to reports in the order 
they are received.

When factoring in human error and the 
length of the manual response process, the 
time from identification to remediation can 
be up to several weeks – leaving the hacker 
with free reign to roam the networks and 
steal corporate proprietary and customer 
information without consequence, despite 
an employee sounding the alarm. In 
addition, the hacker can use the same 
technique to infiltrate other employees’ 
computers without further alerting the SOC 
team.

In today’s threat landscape, in order 
to  prevent substantial financial and 
reputational damages caused by phishing, 
companies must implement an automatic 
response that can reduce the timeframe 
from discovery to remediation from 
weeks to minutes. Fortunately, advances 
in machine learning make this expedited 
timeframe possible. In fact, the addition 
of machine learning ensures advanced 
protection by establishing a baseline of 
normal behaviors and continuously learning 
new anomalous behaviors in order to make 
automated decisions.

To effectively mitigate the risks of phishing 
attacks, companies must combine employee 
training efforts with machine learning that 
is smart enough to immediately respond 
to attacks and share attack intelligence, 
empowering them to proactively defend 
their network gateways and endpoints from 
increasingly frequent and complex email 
phishing attacks.
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Phishing Attacks

Then and Now

Phishing attacks have evolved in 
sophistication and frequency since they first 
originated in the 1990s, when the internet 
reached mass-market adoption. The first 
recorded mention of the term ‘phishing’ 
was found in AOHell, a tool released in 
1995 to hack Windows America Online 
(AOL) users by allowing the attacker to pose 
as a company representative and steal 
passwords and credit card information. 
AOHell influenced many future phishing 
scams and, over the years, phishers 
transitioned from amateur to professional 
cyber criminals.

What began as a scheme by rebellious 
teenagers to steal passwords evolved 
into one of the top computer security 
threats affecting people, corporations, and 
governments,” said the hack’s creator.

Historically, phishing attacks were 
somewhat obvious scams. Typically 
originating outside of North America or 
Western Europe, the emails would be 
riddled with spelling and grammatical errors 
asking the recipient to wire thousands of 
dollars to free a family member from a 
foreign prison, for example. They would also 
have unusual email addresses with a generic 
greeting despite requesting highly sensitive 
information, or a suspicious subject line 
and an even more suspicious attachment to 
download. For these amateur hackers, it was 
a numbers game – send the emails out en 
masse and wait for unsuspecting victims to 
download and share. Despite being a hit or 
miss strategy on individual recipients, it was 
quite effective at the time. Soon, however, 

professional cyber criminals recognized 
a lucrative business opportunity to use 
phishing scams to target entire companies.

Today, phishing attacks have become much 
more sophisticated with the introduction 
of spear phishing and ransomware. In fact, 
according to InfoWorld’s Robert A. Grimes, 
phishing emails went pro:

Today’s professional internet criminals work 
9-to-5 days, pay taxes, and get weekends 
and holidays off. The companies they 
work for often have dozens to hundreds 
of employees, pay bribes to local law 
enforcement and politicians, and are often 
seen as the employer of choice in their 
region. Working for companies that break 
into companies in other countries is often 
proudly worn as a patriotic badge.

http://www.infoworld.com/article/3000943/phishing/10-reasons-why-phishing-attacks-are-nastier-than-ever.html
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More effective than traditional phishing 
scams, spear-phishing attacks are carefully 
targeted with emails crafted to appear to be 
from a colleague at the recipient’s company. 
The attackers are most often professional 
criminals that study the companies and their 
current projects, in addition to the technical 
savviness of its employees. According to the 
InfoSec Institute, spear phishing emails are 
opened 70 percent of the time and provide 
ten times the return on investment (ROI) 
compared to lower-quality phishing emails 
sent en masse.

Spear phishing attacks have played a role 
in some of the largest cyber attacks to 
date, including JPMorgan Chase & Co., 
Target and Sony. In March 2016, someone 
posing as Snapchat’s CEO targeted the 
company’s payroll department requesting 
employee information and, because the 
email’s recipient didn’t recognize the scam, 
700 employees’ payroll information was 
exploited. These types of attacks have 
also exposed millions of W2 employee data 
records in large enterprises like Time Warner 
Cable, healthcare networks, and insurance 
companies.

Another type of modern phishing attack 
is ransomware, which has been the 
most prevalent cyber threat since 2005. 
Nicknamed “cyber blackmail” by Kaspersky 
Lab, ransomware blocks access to the 
victim’s computer until a sum of many is 
paid. Ransomware is a type of malware 
used in 86 percent of phishing attacks 
and continues to be an increasing threat 
perpetrated by more determined and 
aggressive attackers. According to the Anti-
Phishing Working Group (APWG) co-founder 
and Secretary General Peter Cassidy, “The 

threat space continues to expand despite 
the best efforts of industry, government 
and law enforcement.” Ransomware attacks 
have become so sophisticated, in fact, that 
even the FBI advises companies to just pay 
the ransom.

Around the world, phishing attacks have 
evolved from a matter-of-fact nuisance 
into an epidemic in which enterprises, 
on average, spend $4 million per event to 
remediate. Perpetrated by every type of 
cyber criminal, from nation state threat 
actors and hacktivists to script-kiddies 
and fraudsters, phishing now accounts for 
95 percent of all successful cyber attacks 
worldwide.

In the first quarter of 2016, phishing 
attacks surged by 250 percent - the highest 
ever since 2004, according to APWG. The 
most common method of preventing 
successful phishing attacks to date has been 
employee education – an approach that, 
on its own, will only continue to weaken 
companies’ effectiveness in combatting 
attacks and increase their vulnerabilities. 
Because phishing attacks are proliferating 
in complexity and frequency, now is the 
time to increase companies’ protection 
from disastrous attacks with an innovative 
approach.

Recognizing the significant financial 
opportunity in targeting companies via 
phishing and spear-phishing attacks, 
coupled with the rise of bots, ransomware 
and rootkits, companies of all sizes and 
geographic locations are increasingly falling 
victim to sophisticated and motivated cyber 
criminals now more than ever before. 
Despite the proliferating threats, most 

http://resources.infosecinstitute.com/category/enterprise/phishing/the-phishing-landscape/phishing-data-attack-statistic
http://www.csoonline.com/article/3039001/security/hey-snapchat-don-t-be-embarrassed-just-take-care-of-your-staff-and-learn-from-this.html
http://www.csoonline.com/article/3048263/security/phishing-attacks-targeting-w-2-data-hit-41-organizations-in-q1-2016.html
http://fortune.com/2016/01/07/phishing-attacks-have-hit-up-to-320000-time-warner-cable-clients/
http://fortune.com/2016/01/07/phishing-attacks-have-hit-up-to-320000-time-warner-cable-clients/
http://www.csoonline.com/article/3095956/data-breach/the-history-of-ransomware.html
http://www.businesswire.com/news/home/20160524006648/en/APWG-Report-Phishing-Attacks-Soar-Record-Making-Surge
https://securityledger.com/2015/10/fbis-advice-on-cryptolocker-just-pay-the-ransom/
http://www8.hp.com/us/en/software-solutions/ponemon-cyber-security-report/index.html?jumpid=va_fwvpqe387s
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companies, except for some well-funded 
enterprises, have yet to implement the 
appropriate measures to combat phishing 
attempts.

Phishing Mitigation 
Today

In many companies, phishing is considered 
the cost of doing business - a successful 
attack is inevitable. Others invest heavily 
in employee education and training, 
recognizing the human factor as the 
weakest link. However, employee education 
alone isn’t enough. In fact, it’s akin to 
bringing a knife to a gunfight -- or buying 
a security system that simply makes noise 
during a home invasion. To the contrary, 
phishing attacks do not have to be the 
cost of doing business and an automated 
response could actually save a company 
time and money.

Employee training alone is costly and time 
consuming, and it’s difficult to keep up 
with the latest method of phishing attack. 
Though companies may invest heavily 
in employee education to prevent the 
financial damages that result from phishing 
attacks, the average 1000-person company 
saves only 10 percent of attack losses as a 
result of “substantial training and security 
awareness activities,” according to Ponemon 
Institute. In addition, no matter how many 
training sessions an employee goes to, he or 
she is bound to open a bad email eventually. 
In fact, according to the most recent IBM 
Security Officer Assessment, “95 percent 
of information security incidents involve 
human error” and, according to a study 
published in Ars Technica, despite claiming 
to being aware of the risks of unknown links, 

56 percent of messages that addressed 
the targets by name scored clicks. In other 
words, some employees will simply never 
learn the consequences of opening a 
malicious email or downloading a suspicious 
attachment - and hackers have the time and 
motivation to wait for it to happen.

If an employee is savvy enough to identify 
a phishing attempt and immediately report 
it to the SOC team, it simply goes in the pile 
– the SOC team still must manually tend 
to each report as it’s received, regardless 
of its severity. Worse, these teams not 
only manage cybersecurity incidents, 
but anything related to the overall digital 
footprint of the company. With a significant 
shortage in the cybersecurity workforce, this 
means it could take days or even weeks for 
a SOC team to get to an incident, and even 
longer to mitigate it. In the meantime, the 
vigilant employee’s less-savvy colleagues 
may also receive this email, open it, 
download the malicious software attached, 
and allow the hacker to infiltrate the 
networks, steal sensitive information, and 
hold the computers hostage for millions of 
dollars. 

Because of the reliance on employees to 
report attacks and the burden put on SOC 
teams to remediate them, organizations 
that rely solely on human intelligence are 
likely to remain a primary target for phishing 
attacks.

http://www8.hp.com/us/en/software-solutions/ponemon-cyber-security-report/index.html?jumpid=va_fwvpqe387s
http://www8.hp.com/us/en/software-solutions/ponemon-cyber-security-report/index.html?jumpid=va_fwvpqe387s
https://securityintelligence.com/how-to-reduce-human-error-in-information-security-incidents/
https://securityintelligence.com/how-to-reduce-human-error-in-information-security-incidents/
http://arstechnica.com/security/2016/08/researchers-demonstrate-half-of-people-will-click-on-any-link-theyre-sent/
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A Quicker Response with 
IronTraps™

While employee training is still plays a role 
in phishing mitigation, recent events have 
proven it’s not an effective solution on its 
own. Anti-phishing policies that emphasize 
human intelligence without a real-time 
automated response are insufficient at 
best, as humans don’t have the capacity to 
automatically respond to and remember 
each phishing attempt across an entire 
enterprise. Therefore, anti-phishing policies 
must incorporate machine learning to not 
only trigger an automatic response, but 
also prevent the same scam from affecting 
others now and in the future. 

Machine learning continuously accumulates 
information about new attacks, ultimately 
strengthening an organization’s phishing 
mitigation strategy. With each attack, 
the machine becomes more intelligent – 
remembering each attack’s techniques 
and characteristics, thereby anticipating, 

and not reacting to, future attacks with 
similar signatures.  In addition, because of 
its intelligence gathering and processing 
of information, machine learning can help 
predict unknown attacks (zero days) based 
on educated predictions that are deduced 
from attacks that have been identified. 

 Finally, machine learning can perform 
anomaly detection based on an established 
baseline that is established through 
continuous learning of normal and 
abnormal behavior. 

IronTraps, a patent-pending, automatic 
phishing incident response module, 
automatically detects and blocks email 
phishing attacks in real-time, with or 
without human intervention, followed by 
an enterprise-wide remediation response. 
An easily installed email add-on, IronTraps 
empowers employees to report suspicious 
emails with one-click on their toolbar in both 
Outlook and Gmail email clients.
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With IronTraps, enterprises can drastically 
reduce risk by allowing any and all 
employees to report, quarantine and 
remove suspicious emails. In addition, the 
automated phishing response technology 
is intelligent enough to analyze the 
maliciousness of the threat and remove 
it from all employee inboxes to prevent 
it from spreading – all of which alleviates 
the burden on the SOC team. In addition, 
through IronTraps, each time a machine 
detects an event, the machine remembers 
it so that the same type of scam can never 
successfully infiltrate any other computer 
within its network again.  

While this approach may introduce false 
positives, it should not prevent companies 
from adopting technology that can expedite 
the time from attack to remediation to just 
minutes and reduce the risk of falling victim 
altogether.

Enterprises Come 
Together to Combat 
Phishing Attacks

Automation and machine learning 
also introduce the opportunity to 
instantaneously share phishing attack 
intelligence with other companies. The U.S. 
Department of Homeland Security (DHS) 
encourages information sharing, saying it is 
a “key pillar of effective cybersecurity.” The 
DHS has even developed an information-
sharing hub, the National Cybersecurity and 
Communications Integration Center (NCCIC), 
to increase awareness of vulnerabilities, 
incidents and mitigations. Cybercriminals 
are already sharing their tools and 
techniques to increase the sophistication 
of attacks; companies now have the 

opportunity to anonymously share their 
threat intelligence through automation. 

Recognizing the need of a multi-layered 
phishing mitigation, IRONSCALES launched 
Federation - a product that automatically 
and anonymously shares phishing 
attack intelligence with enterprises and 
organizations worldwide.

With Federation, companies gain 
unprecedented intelligence, in real-time, 
on dangerous and destructive zero-day 
attacks, such as ransomware, malware, 
bots, spam, spoofing, and pharming, among 
others. As a result of this collaboration 
among IRONSCALES users, enterprises and 
organizations can proactively defend their 
network gateways and endpoints from 
increasingly frequent and sophisticated 
phishing attacks.

IRONSCALES’ employee-based intrusion 
prevention system is the first phishing 
solution with an automatic one-click 
mitigation response. This unique 
functionality makes it possible for 
companies to expedite the time from 
attack to remediation from weeks to 
seconds, without ever needing the SOC 
team’s involvement. With Federation, all 
IRONSCALES users, even those without in-
house security analysts, can better prepare 
for phishing attacks because of its real-time 
intelligence sharing.

For more information on IRONSCALES,  
visit our new website at  
http://www.IRONSCALES.com,  
follow us on Twitter @IRONSCALES.

http://www.IRONSCALES.com
https://twitter.com/IRONSCALES

